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H is tory.  Th is  UPDATE printing publis h e s  a re -
vis e d re gulation w h ich  is  e ffe ctive  1 Nove m be r
2002.

Sum m ary.  Th is  re gulation pre s cribe s  policie s
and guidance  pe rtaining to s e curity program s
w h ich  include  pe rs onne l, ph ys ical, inform ation,
s e curity e ducation and aw are ne s s , Subve rs ion
and Es pionage  Dire cte d Agains t th e  U.S. Arm y,
and re porting incide nts  involving Unite d State s
Arm y Re cruiting Com m and pe rs onne l and fa-
cilitie s .  Th is  re gulation als o as s igns  re s pons ibil-
ity for th e  prote ction of Arm y inform ation, pe r-
s onne l, and prope rty.  Th is  re gulation doe s  not
include  s pe cific re q uire m e nts  for Arm y appli-

cant pe rs onne l s e curity proce dure s .

Applicability.  Th is  re gulation applie s  to all m ili-
tary and civilians  at all le ve ls  of th e  Unite d State s
Arm y Re cruiting Com m and.  Any violation of its
re q uire m e nts  m ay s ubje ct s oldie rs  to dis ciplin-
ary action unde r Article  9 2, Uniform  Code  of
Military Jus tice , and civilian pe rs onne l m ay be
s ubje ct to adve rs e  action unde r civilian pe rs on-
ne l re gulations .  Que s tions  pe rtaining to th is  re gu-
lation or DOD and DA s e curity re gulations  s h ould
be  addre s s e d to th e  Com m and Se curity Man-
age r, DSN 536-0238 or 0225 or com m e rcial
(502) 626-0238 or 0225.  W ritte n inq uirie s  s h ould
be  forw arde d to Com m ande r, Unite d State s
Arm y Re cruiting Support Brigade  (RCRS-SEC),
Fort Knox, KY  40121-2726.

Propone nt and e xce ption auth ority.  Th e  pro-
pone nt of th is  re gulation is  th e  Com m ande r of
th e  Unite d State s  Arm y Re cruiting Support Bri-
gade .  Th e  propone nt h as  th e  auth ority to ap-
prove  e xce ptions  to th is  re gulation th at are  con-
s is te nt w ith  controlling law  and re gulation.  Pro-
pone nt m ay de le gate  th e  approval auth ority, in

w riting, to th e  e xe cutive  office r w ith in th e  propo-
ne nt age ncy in th e  grade  of lie ute nant colone l.

Arm y m anage m e nt control proce s s .  Th is
re gulation contains  m anage m e nt control provi-
s ions  in accordance  w ith  AR 11-2 but doe s  not
ide ntify k e y m anage m e nt controls  th at m us t be
e valuate d.

Supple m e ntation.  Supple m e ntation of th is
re gulation is  proh ibite d.

Sugge s te d im prove m e nts .  Th e  propone nt
age ncy of th is  re gulation is  th e  O ffice  of th e
Com m ande r of th e  Unite d State s  Arm y Re cruit-
ing Support Brigade .  Us e rs  are  invite d to s e nd
com m e nts  and s ugge s te d im prove m e nts  on DA
Form  2028 (Re com m e nde d Ch ange s  to Publi-
cations  and Blank  Form s ) dire ctly to Cdr, RS
Bde  (RCRS-SEC), Fort Knox, KY  40121-2726.

Dis tribution.  Dis tribution of th is  re gulation h as
be e n m ade  in accordance  w ith  USAREC Pam
25-30, dis tribution A.  Th is  re gulation is  publis h e d
in th e  Re cruiting Station Adm inis tration UPDATE.
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Appe ndix A.  Re fe re nce s

Glos s ary

Ch apte r 1
Ge ne ral

1-1. Purpos e
Th is  re gulation pre s cribe s  policie s , guidance ,
and im ple m e nts  th e  Unite d State s  Arm y Re -
cruiting Com m and’s  (USAREC’s ) s e curity pro-
gram s  including s e curity inproce s s ing and
outproce s s ing, pe rs onne l s e curity (PS), infor-
m ation s e curity, Subve rs ion and Es pionage  Di-
re cte d Agains t th e  U.S. Arm y (SAEDA), ph ys i-
cal s e curity (PH S), inform ation s ys te m  s e cu-

*Th is  re gulation s upe rs e de s  USAREC Re gulation 380-4, 6 April 2000.
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rity, and incide nt re porting.  Th is  re gulation com -
bine s  s e curity-re late d program s  into one  dire c-
tive .  Th is  inform ation is  de s igne d to s upple m e nt
de taile d ins tructions  containe d in re fe re nce s  and
e s tablis h  policy s pe cifically for USAREC.

1-2. Re fe re nce s
Re q uire d and re late d publications  and pre -
s cribe d and re fe re nce d form s  are  lis te d in ap-
pe ndix A.

1-3. Explanation of abbre viations
Abbre viations  us e d in th is  re gulation are  e x-
plaine d in th e  glos s ary.

1-4. Re s pons ibilitie s
a. Th e  USAREC Se curity Program  is  a com -

m and  re s pons ibility.  It is  als o th e  re s pons ibility
of all m ilitary and civilian s upe rvis ors  as  w e ll as
individuals  w ith in USAREC.  Com m ande rs  and
s upe rvis ors  m us t be com e  fam iliar w ith  th e  pro-
vis ions  of th is  re gulation and im ple m e nt appli-
cable  portions .

b. In orde r to im ple m e nt a com pre h e ns ive
s e curity program , appointe d s e curity re pre s e n-
tative s  and s e curity m anage rs  (SMs ) at all le v-
e ls  m us t h ave  on h and and m aintain th e  appro-
priate  re fe re nce s  cite d in th is  re gulation.

c. Com m ande rs  and dire ctors  w ill appoint
SMs  and s e curity re pre s e ntative s  (e .g., SMs ,
PH S office rs , incide nt re porting office rs , k e y
cus todians , e tc.,), in w riting, as  appropriate .  A
copy of e ach  appointm e nt or ch ange s  to ap-
pointm e nts  w ill be  forw arde d to H e adq uarte rs ,
Unite d State s  Arm y Re cruiting Support Brigade
(H Q RS Bde ) (RCRS-SEC), Fort Knox, KY
40121-2726, as  th e y occur.  Appointe d dutie s
m ay be  pe rform e d by e ith e r m ilitary or civilian
pe rs onne l.

d. Com m ande rs  and dire ctors  w ill de ve lop
and im ple m e nt com pre h e ns ive  w ritte n s tanding
ope rating proce dure s  (SOPs ) for applicable  s e -
curity program s  for th e ir activitie s .

e . Th e  Unite d State s  Arm y Re cruiting Sup-
port Brigade  (RS Bde ) s e curity office r s e rve s
as  th e  SM for as s igne d H e adq uarte rs , Unite d
State s  Arm y Re cruiting Com m and (H Q
USAREC) s e curity program s ; m anage s  th e  H Q
RS Bde  Se curity Divis ion; and s e rve s  as  th e
principal s taff office r and point of contact for
s e curity-re late d m atte rs  for USAREC activitie s .
Th e  s e curity office r provide s  guidance , policy,
and as s is tance  to fie ld com m ande rs  and ap-
pointe d SMs  as  re q uire d.  As  s uch , h e  or s h e
m ay conduct s e curity-re late d inve s tigations ,
inq uirie s , com m andw ide  ins pe ctions , s taff vis -
its , training, s e m inars , and e s tablis h  policie s
re q uire d by re gulation, dire ctive s , or as  dire cte d
by th e  com m ande r.  Th e  s e curity office r re vie w s
s e curity pos ture  at re cruiting brigade s  (Rctg
Bde s ) and re cruiting battalions  (Rctg Bns ).

f. Rctg Bde , Rctg Bn, and re cruiting com -
pany (Rctg Co) com m ande rs  w ill e s tablis h  and
im ple m e nt s e curity program s  w ith in th e ir re -
s pe ctive  activitie s  in accordance  w ith  Arm y re gu-
lations , th is  re gulation, and e s tablis h e d SOPs .
W h e n re q uire d, com m ande rs  w ill coordinate
s e curity program  re q uire m e nts  and is s ue s  or
conce rns  w ith  th e  H Q RS Bde  Se curity Divi-
s ion.  Rctg Bde s  and Rctg Bns  th at h ave  ins tal-
lation s upport agre e m e nts  (ISAs ) for inte llige nce

and s e curity s e rvice s  and/or police  and law  e n-
force m e nt s e rvice s  m us t e ns ure  th at all as pe cts
of re q uire m e nts  containe d in De partm e nt of th e
Arm y (DA) and USAREC s e curity re gulations
are  m e t.  Rctg Bde s  and Rctg Bns  m us t con-
tinually re vie w  th e ir ISAs  to de te rm ine  w h at pro-
gram s  are  s upporte d and to w h at e xte nt th e s e
program s  are  s upporte d.  Functional are as  not
s pe cifically s upporte d re m ain th e  re s pons ibility
of th e  Rctg Bde  or Rctg Bn com m ande r.  Activi-
tie s  th at h ave  an ISA w h ich  include  s e curity
program  functions  w ill provide  a copy of th e  ISA
to th e  H Q RS Bde  Se curity Divis ion.  Copy of
ISA ch ange s , update s , and re vis ions  m us t als o
be  provide d.

g. All pe rs onne l (civilian, m ilitary, and con-
tractor) as s igne d or attach e d to USAREC h ave
th e  inh e re nt re s pons ibility to be  s e curity con-
s cious , to s afe guard both  clas s ifie d and unclas -
s ifie d inform ation and Gove rnm e nt prope rty.  In-
clude d is  th e  re s pons ibility to re port and/or cor-
re ct actual or pos s ible  violations , re portable  in-
cide nts , or inade q uate  s e curity m e as ure s .

1-5. Coordination
Dire ct coordination be tw e e n organiz ations , of-
fice s , or activitie s  w ith in USAREC is  auth oriz e d
and e ncourage d.  In addition, Rctg Bde s  and
Rctg Bns  m ay coordinate  dire ctly w ith  local s up-
porting s e curity office s  and law  e nforce m e nt
age ncie s  on m atte rs  of s e curity re gulation and
policy.

1-6. Re ports
Spe cific re ports  and oth e r w ritte n re q uire m e nts
are  containe d in e ach  ch apte r of th is  re gulation
and cite d Arm y re gulations .  All USAREC pe r-
s onne l are  re q uire d to re port w ith in 24 h ours , to
th e  H Q RS Bde  Se curity Divis ion or th e ir ap-
pointe d unit SM, any actual, s us pe cte d, or pos -
s ible  com prom is e  of clas s ifie d inform ation or
s e ns itive  inform ation; s e curity violation or inci-
de nt, k now n or s us pe cte d atte m pts  or contacts
by unauth oriz e d pe rs ons , age ncie s , or gove rn-
m e nts ; and any oth e r s us picious  acts  w h ich
m ay im pact on s e curity.

Ch apte r 2
Se curity Inproce s s ing and Outproce s s ing

2-1. H Q USAREC, H Q RS Bde , and RSB
a. Inproce s s ing.  Dire ctorate  s upe rvis ors  and

SMs  s h all e ns ure  all pe rs onne l, pe rm ane nt,
te m porary, te rm , and volunte e rs , including m ili-
tary, civilians , and contractors  us ing Gove rn-
m e nt-provide d autom ation inform ation s ys te m s
(AISs ) or acce s s  th e re to inproce s s  w ith  th e  H Q
RS Bde  Se curity Divis ion upon as s ignm e nt to
th e  h e adq uarte rs . Th e  Se curity Divis ion w ill
ve rify s e curity inve s tigation and s e curity cle ar-
ance  docum e ntation and initiate  actions  to re -
q ue s t appropriate  s e curity inve s tigation or s e -
curity cle arance  as  re q uire d by duty pos ition or
care e r fie ld.  Th e  Se curity Divis ion s h all provide
and docum e nt initial s e curity brie fings  for all in-
com ing m ilitary pe rs onne l and ne w ly appointe d
civilian pe rs onne l.  Brie fings  w ill include  s e cu-
rity-re late d m atte rs  s uch  as  ope rations  s e cu-
rity, SAEDA, inform ation s e curity, and PH S.
Se curity file s  for e ach  individual w ill be  e s tab-
lis h e d and m aintaine d by th e  Se curity Divis ion.

b. Outproce s s ing. Dire ctorate  s upe rvis ors
and SMs  s h all e ns ure  all pe rs onne l, pe rm ane nt,
te m porary, te rm , and volunte e rs , including m ili-
tary, civilians , and contractors  us ing Gove rn-
m e nt-provide d AISs  or acce s s  th e re to
outproce s s  th rough  th e  Se curity Divis ion prior
to de parture  from  th e  h e adq uarte rs  as  a re s ult
of a pe rm ane nt ch ange  of s tation, trans fe r, or
te rm ination of e m ploym e nt. Th e  Se curity Divi-
s ion w ill ve rify th at e ach  individual h as  a re cord
of appropriate  s e curity inve s tigation or s e curity
cle arance  initiation or com ple tion in th e ir pe r-
s onne l file .  Th e  Se curity Divis ion w ill notify th e
H e adq uarte rs  Com m andant, H Q USAREC, and
th e  pe rs onne l s e rvice  ce nte r if m ilitary pe rs on-
ne l do not m e e t s e curity cle arance  re q uire m e nts
for trans fe r.  Se curity inve s tigative  or cle arance
docum e nts  re q uire d by th e  ne xt duty as s ign-
m e nt s h all be  pre pare d and forw arde d as  ap-
propriate .  Re q uire d s e curity de brie fing and te r-
m ination s tate m e nts  w ill be  com ple te d and for-
w arde d as  re q uire d.  Notification re ports  to pe r-
s onne l ce ntral cle arance  facility (CCF) w ill be
pre pare d and forw arde d as  re q uire d.

2-2. Rctg Bde  and Rctg Bn activitie s
a. Inproce s s ing.  Com m ande rs  w ill e ns ure

th at all pe rs onne l, pe rm ane nt, te m porary, te rm ,
and volunte e rs , including m ilitary, civilians , and
contractors  us ing Gove rnm e nt-provide d AISs
or acce s s  th e re to inproce s s  w ith  th e  appointe d
SM w ith in 24 h ours  of as s ignm e nt to th e  activity.

(1) Th e  SM w ill ve rify s uitability and s e curity
inve s tigation and s e curity cle arance  docum e n-
tation for e ach  individual as s igne d and initiate
actions  to re q ue s t appropriate  s uitability and s e -
curity inve s tigation or s e curity cle arance  as  re -
q uire d by duty pos ition or care e r fie ld.

(2) Initial s e curity brie fings  s h all be  provide d
and docum e nte d for all incom ing m ilitary pe r-
s onne l and ne w ly appointe d civilian pe rs onne l.
Brie fings  w ill include  s e curity-re late d m atte rs
s uch  as  SAEDA, inform ation s e curity, and PH S.
Se curity file s  for e ach  individual w ill be  e s tab-
lis h e d and m aintaine d.

b. Outproce s s ing.  Com m ande rs  w ill  e ns ure
all pe rs onne l, pe rm ane nt, te m porary, te rm , and
volunte e rs , including m ilitary, civilians , and con-
tractors  us ing Gove rnm e nt-provide d AISs  or
acce s s  th e re to outproce s s  w ith  th e  appointe d
SM prior to de parture  from  th e  activity as  a re -
s ult of a pe rm ane nt ch ange  of s tation, trans fe r,
or te rm ination of e m ploym e nt.  Th e  SM s h all
ve rify e ach  individual h as  a re cord of appropri-
ate  s e curity inve s tigation or s e curity cle arance
initiation or com ple tion.  Th e  SM w ill notify th e
activity com m ande r and pe rs onne l s e rvice  ce n-
te r if m ilitary pe rs onne l do not m e e t s e curity
cle arance  re q uire m e nts  for trans fe r.  Se curity
inve s tigative  or cle arance  docum e nts  re q uire d
by th e  ne xt duty as s ignm e nt s h all be  pre pare d
and forw arde d as  appropriate .  Re q uire d s e cu-
rity de brie fings  and te rm ination s tate m e nts  w ill
be  com ple te d and forw arde d as  re q uire d.  Noti-
fication re ports  to CCF w ill be  pre pare d and
forw arde d as  re q uire d.

Ch apte r 3
PS

3-1. Suitability inve s tigations  and s e curity
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cle arance s
AR 380-67 as  s upple m e nte d by w ritte n policy
and guidance  from  th e  De partm e nt of Arm y Mili-
tary Inte llige nce  Counte rinte llige nce  and Se cu-
rity (DAMI-CIS) and CCF provide  s pe cific re -
q uire m e nts  for th e  PS Program .  PS inve s tiga-
tions ; pe riodic re inve s tigations ; de te rm ination of
cle arance  re q uire m e nts ; de s ignation of civilian
pos ition s e ns itivity le ve ls ; initial, annual, and for-
e ign trave l s e curity brie fings ; granting inte rim
s e curity cle arance s ; granting acce s s  to clas s i-
fie d inform ation; re porting unfavorable  inform a-
tion; de nial and/or s us pe ns ion of acce s s  to clas -
s ifie d m ate rial; re com m e nding re vocation or de -
nial of s e curity cle arance ; and m ainte nance  of
s e curity re cords  and file s  are  th e  re s pons ibility
of th e  H Q RS Bde  Se curity Divis ion for H Q
USAREC, H Q RS Bde , and th e  Unite d State s
Arm y Re cruiting Support Battalion (RSB) pe r-
s onne l and th at of Rctg Bde  and Rctg Bn com -
m ande rs  and/or th e ir appointe d SMs  for th e ir
re s pe ctive  activitie s .  Th e  H Q RS Bde  Se curity
Divis ion and SMs  at Rctg Bde s  and Rctg Bns
w ill only proce s s  and re q ue s t s e curity inve s ti-
gations , pe riodic re inve s tigations , or s e curity
cle arance s  for U.S. citiz e ns  in accordance  w ith
DA re gulation and policy. Individuals  w ill not be
proce s s e d for a s e curity inve s tigation or s e cu-
rity cle arance  w ith out a valid re q uire m e nt as
de s cribe d be low :

a. Military (Arm y).  Pos itions  re q uiring s pe ci-
fie d inve s tigative  and/or cle arance  by m ilitary
occupational s pe cialty, branch  or care e r m an-
age m e nt s e rie s , duty pos itions , s pe cific auto-
m ation data proce s s ing s e ns itivity, official as -
s ignm e nt ins tructions , or official e ducational or
trave l re q uire m e nts .

b. Civilians .  Em ploye e  pos itions  th at h ave
de s ignate d pos ition s e ns itivitie s  of noncritical
s e ns itive  or critical s e ns itive , th os e  approve d
job de s criptions  re q uiring s e curity cle arance s ,
official as s ignm e nt ins tructions , or th os e  s pe -
cific ins tructions  provide d by De partm e nt of De -
fe ns e  (DOD) and DA age ncie s .

(1) Favorable  com ple tion of s uitability inve s -
tigation is  a condition of e m ploym e nt for all civil-
ian e m ploye e s .  Th is  proce dure  is  norm ally initi-
ate d by th e  s e rvicing civilian pe rs onne l office
and is  bas ically us e d as  a s uitability de te rm ina-
tion.  A final s e curity cle arance  as  re q uire d by
th e  pos ition or care e r s pe cialty m ay be  a condi-
tion of initial or continue d e m ploym e nt by a Fe d-
e ral e m ploye e .  Fe de ral e m ploye e s  m ay be  ap-
pointe d pe nding com ple tion of inve s tigation and/
or granting of final s e curity cle arance s  provide d
applicable  proce dure s  of AR 380-67 are  follow e d.

(2) Th e  RS Bde  s e curity office r and Rctg
Bde  and/or Rctg Bn SM are  re s pons ible  for th e
approval and de s ignation of civilian pos ition s e n-
s itivity le ve ls  for th e ir re s pe ctive  activitie s .
Ch ange s  to e xis ting s e ns itivity de s ignations  or
approval of ne w  s e ns itivity de s ignations  re q uire s
a copy of th e  job de s cription, w ritte n jus tification
for th e  ne e d of a s e curity cle arance , and a com -
ple te d SF 52-B (Re q ue s t for Pe rs onne l Action)
be  route d th rough  and approve d by th e  RS Bde
Se curity Divis ion or th e  Rctg Bde  or Rctg Bn
s e curity office  prior to forw arding to th e  s e rvic-
ing civilian pe rs onne l office .

(3) In conjunction w ith  re gularly s ch e dule d

fitne s s  and pe rform ance  re ports  of m ilitary and
civilian pe rs onne l w h os e  dutie s  e ntail acce s s  to
clas s ifie d inform ation, s upe rvis ors  w ill include  a
com m e nt in accordance  w ith  DOD 5200.2-R,
appe ndix E, and AR 380-67, paragraph s  9 -102b
and 9 -102c, as  w e ll as  a com m e nt re garding an
e m ploye e ’s  dis ch arge  of s e curity re s pons ibili-
tie s .

c. Contractors . Contractor e m ploye e s , lik e
all pe rs onne l acce s s ing AISs , m us t h ave  a com -
ple te d s uitability inve s tigation prior to granting
acce s s  to AISs . Inve s tigations  m us t be  com -
ple te d according to th e  de s ignate d autom ation
data proce s s ing s e ns itivity le ve l as  de s cribe d
in AR 380-19 , paragraph  2-16.

3-2. Se curity brie fings
In addition to initial s e curity brie fings , th e  RS
Bde  s e curity office r w ill pre pare , conduct, and
docum e nt ove rs e as  trave l brie fings , initial s e -
curity brie fings , and annual re fre s h e r brie fings
as  re q uire d by AR 380-67, AR 381-12, and AR
380-5.

3-3. Officials  auth oriz e d to grant s e curity
cle arance s
Only th e  Com m ande r, CCF, m ay grant final s e -
curity cle arance s .  Final s e curity cle arance s
are  docum e nte d on a CCF ge ne rate d DA Form
873 (Ce rtificate  of Cle arance  and/or Se curity
De te rm ination).  Com m ande rs  or th e ir de s ig-
nate d SMs  (in w riting) are  th e  only individuals
auth oriz e d to grant inte rim  s e curity cle arance s
as  auth oriz e d by th e  provis ions  of AR 380-67.

3-4. Suitability and e ntrance  inve s tigations
Re q uire d s uitability and e ntrance  inve s tigations
s h all be  conducte d in accordance  w ith  th e  pro-
vis ions  of AR 380-67.

3-5. Re q ue s ting PS inve s tigations
Re q ue s ts  for PS inve s tigations  s h all be  pro-
ce s s e d and forw arde d by th e  com m ande r or
th e  appointe d SM as  outline d in AR 380-67,
ch apte r 5.

3-6. Granting acce s s  to clas s ifie d inform a-
tion
Acce s s  to clas s ifie d inform ation m ay be  grante d
only by th e  H Q RS Bde  Se curity Divis ion for H Q
USAREC, H Q RS Bde , and RSB. Rctg Bn
com m ande rs  or th e ir appointe d SMs  m ay grant
acce s s  to pe rs onne l as s igne d to th e ir activitie s
provide d th at e ach  individual m e e ts  th e  crite ria
e s tablis h e d in AR 380-67, paragraph  7-102.  Spe -
cific proce dure s  for granting acce s s  to clas s i-
fie d inform ation are  containe d in AR 380-67, para-
graph  7-102.

3-7. Re porting unfavorable  inform ation
AR 380-67, ch apte r 8, provide s  re q uire m e nts
for re porting unfavorable  inform ation.  W h e n a
com m ande r le arns  of cre dible  de rogatory infor-
m ation w ith in th e  s cope  of AR 380-67, para-
graph  2-200, th e  com m ande r or appointe d SM
w ill com ple te  and forw ard DA Form  5248-R (Re -
port of Unfavorable  Inform ation for Se curity
De te rm ination) to th e  Com m ande r, CCF.  Th e
H Q RS Bde  Se curity Divis ion w ill re port cre dible

de rogatory inform ation for all H Q USAREC ac-
tivitie s , H Q RS Bde , and RSB.

3-8. Se curity e ducation
Com m ande rs  w ill e s tablis h  and im ple m e nt s e -
curity e ducation and aw are ne s s  program s  in
accordance  w ith  AR 380-67, ch apte r 9 , s e ction
II.

3-9 . PS re cords  and data
Mainte nance  of individual PS re cords  and
ros te re d s e curity inform ation is  an e s s e ntial tool
for th e  e ffe ctive  m anage m e nt of th e  PS Pro-
gram .  Inform ation containe d in s e curity file s  or
re cords , and on acce s s  or s e curity ros te rs  s h all
be  prote cte d according to th e  s e ns itivity of th e
inform ation containe d th e re in.  As  a m inim um ,
com m ande rs  or th e ir appointe d s e curity re pre -
s e ntative  s h all m aintain:

a. Pe rs onal s e curity re cords .  A s e curity file
w ill be  m aintaine d for e ach  individual as s igne d
or attach e d to th e  activity.  Containe d in th e  file
w ill be  a ve rification by th e  com m ande r or SM,
as  to th e  individual’s  inve s tigative  and/or cle ar-
ance  s tatus  as  ve rifie d w ith  th e  official inve s ti-
gative  or cle arance  auth ority.  In addition, re cords
of cle arance  actions  and corre s ponde nce , brie f-
ings , de brie fings , re ports  of unfavorable  infor-
m ation, local re cords  ch e ck s , e tc., w ill be  m ain-
taine d.  File s  w ill be  m aintaine d in accordance
w ith  AR 25-400-2 re q uire m e nts .  File  conte nts
are  to be  m aintaine d until th e  individual is  no
longe r as s igne d to th e  activity, at w h ich  tim e  th e
conte nts  w ill be  de s troye d by appropriate
m e th od.

b. Se curity data or ros te rs .  Activity com -
m ande rs  or appointe d SMs  w ill m aintain a cur-
re nt and up-to-date  re cord or lis ting of all pe r-
s onne l as s igne d to th e ir activity th at re fle cts  th e
curre nt s tatus  of s e curity inve s tigation, cle ar-
ance , and le ve l of acce s s  grante d.  Th e  lis ting
m ay be  ge ne rate d from  a com pute r databas e ,
type w ritte n, or h andw ritte n.  Th e  lis ting m us t
contain ve rification of s e curity cle arance  and
le ve l of acce s s  grante d and e nough  pe rs onal
inform ation, s uch  as  nam e , s ocial s e curity num -
be r, date  of birth , place  of birth , e tc., to ve rify
ide ntification of an individual.  Th e  H Q RS Bde
Se curity Divis ion w ill m aintain s uch  inform ation
for all H Q USAREC activitie s , H Q RS Bde , and
RSB.

Ch apte r 4
Inform ation Se curity

4-1. Ge ne ral
Clas s ifie d inform ation and m ate rials  w ith in
USAREC w ill be  h andle d, s tore d, trans m itte d,
and de s troye d in accordance  w ith  AR 380-5.
Rctg Bde  and Rctg Bn com m ande rs  are  re -
q uire d to de ve lop SOPs  for th is  functional are a
as  re q uire d by AR 380-5.

4-2. Docum e nt re te ntion
Th e  annual cle an-out day, as  re q uire d by AR
380-5, for all USAREC activitie s  is  th e  th ird Th urs -
day of July.  Each  Rctg Bde  com m ande r w ill
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notify, in w riting, th e  H Q RS Bde  Se curity Divi-
s ion of accom plis h m e nt of th is  re q uire m e nt prior
to 31 Augus t of e ach  cale ndar ye ar.

4-3. SM appointm e nts  and re s pons ibilitie s
a. Th e  Com m ande r, USAREC, w ill de s ignate

in w riting an SM for USAREC as  re q uire d by AR
380-5.

b. Re q uire m e nt for de s ignation of Rctg Bde ,
Rctg Bn, and dire ctorate  or activity SMs  are
e s tablis h e d by paragraph  1-4c.

c. Spe cific SM re s pons ibilitie s  are  provide d
in AR 380-5.

Ch apte r 5
SAEDA

5-1. Ge ne ral
SAEDA re q uire m e nts  for USAREC are  e s tab-
lis h e d in AR 381-12.

5-2. SAEDA training
a. All USAREC pe rs onne l w ill re ce ive  an ini-

tial brie fing during inproce s s ing and atte nd bie n-
nial SAEDA brie fing.  Th e  com m ande r or ap-
pointe d SM w ill pre s e nt initial  brie fing.  Counte r-
inte llige nce  pe rs onne l, th e  com m ande r, or ap-
pointe d  SM w ill pre s e nt re fre s h e r SAEDA
brie fing(s ) bie nnially (e ve ry 2 ye ars ) w ith  th e
firs t brie fing in fis cal ye ar 19 9 5.  Subje ct m atte r
re q uire m e nts  are  de te rm ine d in AR 381-12.  SMs
m ay re ce ive  as s is tance  in pre paring and pre -
s e nting SAEDA ins tructions  from  th e  s upport-
ing m ilitary inte llige nce  e le m e nt and th e  H Q RS
Bde  Se curity Divis ion.

b. Bie nnial SAEDA brie fing re q uire m e nts  are
not cons ide re d fulfille d unle s s  antite rroris m  train-
ing is  include d as  part of th e  ove rall brie fing.

c. Com m ande rs  or SMs  w ill m ak e  e ve ry e f-
fort to pre pare  curre nt, inte re s ting, and re le vant
pre s e ntations .  Individuals  w h o are  e s pe cially
vulne rable  to fore ign inte llige nce  age nt ap-
proach e s  by virtue  of th e ir pos ition, trave l, du-
tie s , or activitie s  w ill re ce ive  a s pe cial SAEDA
brie fing.  Spe cific s ituations  re q uiring a s pe cial
SAEDA brie fing are  give n in AR 381-12.

5-3. SAEDA re porting
Rctg Bde  and Rctg Bn com m ande rs  or appointe d
SMs  are  re q uire d to provide  th e  H Q RS Bde
Se curity Divis ion w ith  inform ation de s cribe d in
AR 381-12 no late r th an 25 days  follow ing th e
e nd of th e  fis cal ye ar.

Ch apte r 6
PH S

6-1. Ge ne ral
AR 19 0-13 and AR 19 0-51 e s tablis h  policie s  for
prote cting and s afe guarding Gove rnm e nt prop-
e rty.  AR 19 0-13 ide ntifie s  re q uire m e nts  for all
te nant com m ande rs .  Additional re q uire m e nts
are  e s tablis h e d in th is  ch apte r.

6-2. Re s pons ibilitie s
a. PH S is  a com m ande r’s  re s pons ibility.  Th e

RS Bde  s e curity office r is  re s pons ible  for PH S
program s  for H Q USAREC, H Q RS Bde , and
RSB, and providing as s is tance , guidance , and
s upport to Rctg Bde  and Rctg Bn com m ande rs .

Rctg Bde  and Rctg Bn com m ande rs  are  re -
s pons ible  for PH S program s  for th e ir re s pe c-
tive  units .

b. PH S program s  m us t provide  th e  m e ans
to counte r th re at e ntitie s  during pe ace tim e , m o-
biliz ation, and w ar.  Com m ande rs , s upe rvis ors ,
and individuals  re s pons ible  for th e  us e , trans -
port, accountability, s e curity, or pos s e s s ion of
Gove rnm e nt prope rty s h all tak e  e ve ry pre cau-
tion to e ns ure  ade q uate  s e curity is  provide d for
th at prope rty at all tim e s .  PH S m e as ure s  e m -
ploye d m us t be  ade q uate , re as onable , and e co-
nom ical.  Th e y m us t re tard unauth oriz e d ac-
ce s s  to inform ation, m ate rial, and e q uipm e nt and
pre ve nt inte rfe re nce  w ith  th e  ope rational capa-
bility of th e  activity.  H ow e ve r, gre at care  m us t
be  e xe rcis e d to e ns ure  s e curity is  not s acri-
fice d for th e  s ak e  of conve nie nce .  If doubt e x-
is ts  as  to th e  s tandard be ing us e d to s e cure
Gove rnm e nt prope rty, th e  H Q RS Bde  Se curity
Divis ion w ill de te rm ine  w h at th e  approve d s tan-
dard w ill be .

c. W h e n de ficie ncie s  e xis t, com m ande rs
s h all initiate  re as onable  com pe ns atory m e a-
s ure s  until th e  de ficie ncy is  corre cte d.  In th os e
cas e s  w h e re  a w e ak ne s s  m ay e xis t and prop-
e rty or e q uipm e nt m ay be  e xpos e d, th e  us e  of
cons tant s urve illance  (guards ) is  th e  be s t com -
pe ns atory m e as ure .  Prote ction of th e
Gove rnm e nt’s  inte re s t and los s  pre ve ntion are
th e  goals  of th is  policy.  Ine fficie ncy, procras ti-
nation, fraud, w as te , and abus e  le ad to los s e s
or cre ate  crim e -conducive  conditions .

6-3. PH S plans  and re ports
Com m ande rs  s h all de ve lop a PH S plan and PH S
s urve y re ports  for th e ir activitie s , as  applicable ,
according to guidance  provide d in AR 19 0-13.
A copy of th e s e  docum e nts  w ill be  forw arde d to
th e  H Q RS Bde  Se curity Divis ion.

6-4. PH S e q uipm e nt
Re q ue s ts  for PH S e q uipm e nt s uch  as  intrus ion
de te ction s ys te m s , e le ctronic e ntry control s ys -
te m s , and clos e d circuit te le vis ion w ill be  s ub-
m itte d to th e  H Q RS Bde  Se curity Divis ion for
approval prior to is s ue , purch as e , le as e , or le as e
re ne w al.

6-5. USAREC facilitie s
Policie s , proce dure s , and m e th ods  re late d to
m anage m e nt of USAREC facilitie s  are  containe d
in USAREC Re g 405-1. Com m ande rs  m us t e n-
s ure  th at facilitie s  continue  to m e e t bas ic s truc-
ture  s e curity re q uire m e nts  as  e s tablis h e d by
AR 19 0-51.  Th e  s afe guarding and prote ction of
prope rty and m ate rials  in th e  pos s e s s ion of
USAREC activitie s  w ill be  provide d as  e s tab-
lis h e d by AR 19 0-13 and AR 19 0-51 or by com -
pe ns atory m e as ure s  as  approve d by th e  com -
m ande r or th e  H Q RS Bde  Se curity Divis ion.

6-6. End-of-day s e curity ch e ck s
W h e n clos ing a USAREC-occupie d building or
s e parate  office  locate d in a building w ith  m ore
th an one  activity (s e ction, divis ion, de partm e nt,
age ncy, e tc.,) at th e  e nd of th e  duty day, a de s -
ignate d pe rs on(s ) w ill m ak e  a s e curity ch e ck  of
th e  building or office  to e ns ure  all doors , w in-
dow s , and oth e r ope nings  are  prope rly s e cure d

and th at containe rs  s toring controlle d or
pilfe rable  ite m s  and s e ns itive  or clas s ifie d infor-
m ation are  lock e d.  Occupants  of s e parate  of-
fice s  are  re s pons ible  for conducting e nd-of-day
s e curity ch e ck s  for th e ir individual office s .  Oth e r
ite m s  m ay be  include d as  re q uire d by th e  com -
m ande r or s upe rvis or of th e  activity.  Re cords
of th e s e  s e curity ch e ck s  w ill be  annotate d on
SF 701 (Activity Se curity Ch e ck lis t).  W h e re
practical, SF 701 w ill be  pos te d at th e  lock up
door.  W h e n com ple te d, SF 701 w ill be  re taine d
for 30 days .

6-7. Em e rge ncy notification cards
a. All te nant USAREC activitie s  locate d on or

in Gove rnm e nt-ow ne d or Gove rnm e nt-le as e d
prope rtie s  s h all follow  th e  h os t activitie s  proce -
dure s  for us e  of e m e rge ncy notification cards .
Activitie s  not locate d on Gove rnm e nt-ow ne d or
Gove rnm e nt-le as e d prope rtie s  s h all e ns ure
notification inform ation is  pos te d on or adjace nt
to all e ntrance s  of buildings  or on gate s  le ading
to th e  building.  USAREC Form  810 (Em e rge ncy
Notification Card) m ay be  us e d.  Activitie s  lo-
cate d in are as  w h e re  us e  of a language  oth e r
th an Englis h  is  us e d as  prim ary language  s h all
include  both  Englis h  and th e  prim ary us e  lan-
guage  on th e  card.  Cards  are  to be  pos te d s o
as  to prote ct agains t adve rs e  w e ath e r condi-
tions  and vandalis m  (i.e ., ins ide  of doors  or w in-
dow s ).

b. W h e re  pos s ible , e ve ry pre caution s h ould
be  tak e n to pre ve nt th e  dis clos ure  of individual
nam e s , addre s s e s , and h om e  te le ph one  num -
be rs  of re s pons e  pe rs onne l.  Num be rs  of th e
unit, ch arge  of q uarte rs , s taff duty office r, po-
lice , or s e curity guard s e rvice s  s h ould be  us e d.
Coordinating w ith  and providing nam e s , ad-
dre s s e s , and h om e  te le ph one  num be rs  to th e
ch arge  of q uarte rs , s taff duty office r, police , or
oth e r age ncie s  m ay be  ne ce s s ary.  W h e n Pri-
vacy Act inform ation m us t be  include d on th e
notification card,  appropriate  Privacy Act s tate -
m e nt m us t als o be  include d on th e  card.

6-8. PH S ins pe ctions
a. During annual facilitie s  ins pe ctions  con-

ducte d by th e  Rctg Bn com m ande r, as  dire cte d
by USAREC Re g 405-1, th e  com m ande r s h all
als o conduct an inform al PH S ins pe ction to e n-
s ure  prope r s e curity m e as ure s  are  be ing e m -
ploye d to s afe guard pe rs onne l, e q uipm e nt, and
m ate rial.  W ritte n re s ults  of th e  ins pe ctions , cit-
ing de ficie ncie s , and re com m e nde d corre ctive
m e as ure s  w ill be  m aintaine d until th e  ne xt in-
s pe ction is  conducte d.

b. Th e  USAREC s e curity office r conducts
announce d and unannounce d s e curity ins pe c-
tions  of H Q USAREC activitie s .  Th e  USAREC
s e curity office r m ay conduct announce d s e cu-
rity ins pe ctions  at Rctg Bde s  and Rctg Bns  at
inte rvals  of at le as t once  e ve ry 2 ye ars .  Re -
s ults  of ins pe ctions  s h all be  pre pare d, for-
w arde d, and m aintaine d in accordance  w ith  AR
19 0-13.

c. Com m ande rs  w ill forw ard a copy of e ach
PH S ins pe ction conducte d and any corre ctive
actions  tak e n or propos e d by th e  com m ande r
on any USAREC facility w ith in 30 days  of th e
ins pe ction to th e  H Q  RS  Bde  S e curity
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Divis ion. Th is  include s  ins pe ctions  conducte d
by th e  s upport ins tallation or oth e r ins pe cting
activitie s  (i.e ., Fe de ral Prote ctive  Se rvice ).

6-9 . Se curity of funds  and/or ne gotiable  in-
s trum e nts

a. Com m ande rs , s upe rvis ors , and individu-
als  th at h andle , s tore , and trans port funds  are
re s pons ible  for all s uch  funds  and s h all tak e
pre cautions  to e ns ure  th e  prote ction of funds .
Th is  w ill include , but is  not lim ite d to th e  follow -
ing:

(1) Ade q uate  s torage  s ite s  and containe rs
w ith  lim ite d acce s s  to fund s torage  are as , to
include  k e y or com binations  to th e s e  s ite s  and
containe rs .

(2) Prope r fund cus todians  are  appointe d w ith
s e paration of functions  and acce s s .

(3) No m ingling of official funds  w ith  coffe e
funds  in th e  s am e  containe r or cas h  box.  Cas h
w ill not be  s tore d in containe rs  s e curing clas s i-
fie d inform ation.

b. Th e  follow ing m inim um  m e as ure s  w ill be
in e ffe ct for all activitie s  th at s tore  cas h  or ne go-
tiable  ins trum e nts  on th e ir pre m is e s  on an ove r-
nigh t bas is , unle s s  oth e rw is e  provide d for in
oth e r re gulations .

(1) All funds  th at are  s e cure d on an ove r-
nigh t bas is  th at are  appropriate d funds  or are
nonappropriate d funds  in e xce s s  of $200 w ill be
s e cure d in a tool re s is tant s afe  th at is  provide d
w ith  a built-in th re e  pos ition dial com bination lock
th at is  e q uippe d w ith  a re lock ing de vice .  Ap-
prove d Ge ne ral Se rvice s  Adm inis tration (GSA)
s e curity containe rs  w ith  Unde rw rite r’s  Labora-
tory tool re s is tant ratings  of TL-15 or h igh e r m ay
be  us e d.  If tool re s is tant m one y s afe s  are  not
available , GSA approve d Clas s  1 th rough  2,
tw o-draw e r s e curity file  containe rs  m ay be  us e d
for th e  s e curity of funds  th at are  not in e xce s s
of $500.  Approve d GSA Clas s  3 th rough  6 s e -
curity file  containe rs , w e igh ing in e xce s s  of 750
pounds , w ill be  us e d for th e  s e curity of funds
th at are  ove r $500, but le s s  th an $3,000.  Se cu-
rity file  containe rs  are  auth oriz e d for fund s tor-
age  only w h e n th e re  are  no be tte r containe rs
available  or w h e n purch as e  of ne w  tool re s is -
tant containe rs  w ould not be  cos t e ffe ctive .

(2) Funds  th at are  le s s  th an $200, th at are  to
be  s e cure d on an ove rnigh t bas is , m us t be  s e -
cure d in an approve d, lock able  s afe  or s te e l
containe r.  Safe s  and containe rs  th at cos t m ore
th an th e  am ount of m onie s  be ing s e cure d w ith in
w ill not be  purch as e d s ole ly to conform  to th is
re gulation.  Tw o-draw e r Clas s  1, 2, and 6 s e cu-
rity containe rs  or Arm y fie ld s afe s  w ith  built-in
com bination lock s  m ay be  us e d for funds  of
le s s  th an $200.

(3) Th e  us e  of s m all portable  cas h  boxe s  for
ove rnigh t s torage  is  proh ibite d unle s s  s tore d
w ith in approve d containe rs  as  de s cribe d in (1)
and (2) above .

(4) Padlock s  w ill not be  us e d to s e cure  fund
s afe  doors  afte r duty h ours .

(5) All s afe s , w e igh ing le s s  th an 750 pounds ,
w ill be  s e cure d to th e  s tructure  by approve d
m e th ods .  One  m e th od is  to s e cure  th e  s afe  to
th e  s tructure  by us e  of s te e l e ye -bolts  anch ore d
to th e  floor, w ith  s h ort le ngth s  of ch ain (5/16 inch

th ick ne s s ) be ne ath  th e  s afe  th at are  s e cure d to
th e  anch or w ith  h arde n s te e l padlock s , or, by
w e lding th e  s afe  to th e  anch or.

(6) Safe s  th at are  on w h e e ls  w ill h ave  th e
w h e e ls  re m ove d or w ill be  bolte d or s e cure d to
th e  s tructure  in an approve d m anne r.

(7) Fund containe rs  w ill be  s e cure d in a
lock e d room  or building of a s e cure  s tructure  as
de s cribe d in AR 19 0-51 or, be  in a room  or s truc-
ture  th at is  unde r cons tant s urve illance  of duty
pe rs onne l.

(8) Com binations  to fund s afe s  w ill be  s afe -
guarde d, s tore d, and ch ange d in accordance
w ith  AR 380-5.

6-10. Sm all com pute rs  and bus ine s s  m a-
ch ine s
De s k top com pute rs , calculators , type w rite rs ,
and s im ilar m ach ine s  are  de s irable  obje cts  and
are  h igh ly s us ce ptible  to th e ft.  Eve ry e ffort w ill
be  m ade  to e ns ure  ade q uate  s e curity of s uch
prope rty.  As  a m inim um , all s uch  ite m s  w ill be
acce pte d on a h and re ce ipt by a re s pons ible
pe rs on w ith in e ach  office  or activity and s e rial
num be r inve ntorie s  s h all be  conducte d at le as t
q uarte rly.  Buildings  or office s  in w h ich  s uch
ite m s  are  s tore d or us e d w ill h ave  ade q uate
doors , w indow s , and lock ing de vice s .  If locate d
in room s  w ith  lock able  doors , th e  doors  w ill be
clos e d and lock e d at th e  clos e  of bus ine s s .

6-11. Mailroom s
Minim um  s e curity s tandards  are  locate d in DOD
4525.6-M, Volum e s  1 and 2.  Acce s s  control w ill
be  e s tablis h e d and lim ite d to unit m ail pe rs onne l
and th e  com m ande r only.  Signs  w ill be  pos te d
on e ntrance s  to de s ignate  auth oriz e d e ntry only.
SF 702 (Se curity Containe r Ch e ck  Sh e e t) w ill
be  pos te d on th e  outs ide  of all s afe s  and con-
taine rs  containing ce rtifie d or clas s ifie d m ail and
on th e  outs ide  of th e  e ntrance  door.  Ce rtifie d
and re gis te re d m ail, as  w e ll as  payroll ch e ck s ,
s tam ps , indicia, or oth e r s im ilar ite m s  w ill be  as
a m inim um , s e cure d in a fie ld s afe  or s im ilar
containe r th at is  provide d w ith  a built-in com bi-
nation lock  or th at can be  s e cure d by approve d
h as p and com bination padlock .  Safe s  or con-
taine rs  w e igh ing le s s  th an 750 pounds  m us t be
s e cure d to th e  s tructure  by an approve d m e th od.
Clas s ifie d m ail w ill be  s cre e ne d, accounte d for,
s e cure d, and trans porte d in accordance  w ith
AR 380-5.

6-12. Adm inis trative  k e y control
a. Control, accountability, and PH S of Gov-

e rnm e nt prope rty are  inte rde pe nde nt.  A com -
pre h e ns ive  k e y control and prope rty account-
ability s ys te m  are  bas ic to an e ffe ctive  PH S
Program .  Control of lock s  and k e ys  provide s
prim ary s afe guards  for Gove rnm e nt prope rty
and as s e ts .

b. Th e  te rm  adm inis trative  k e ys  applie s  to all
k e ys  oth e r th an th os e  for arm  am m unitions  and
e xplos ive s , alarm  s ys te m s , or s pe cial acce s s
k e ys  w h ich  re q uire  a h igh e r le ve l of control.
Im ple m e ntation and s upe rvis ion of adm inis tra-
tive  lock  and k e y control s h all be  in accordance
w ith  AR 19 0-51.  Rctg Bde s  and Rctg Bns  m us t
de ve lop w ritte n proce dure s  for th e  control and

accountability of all k e ys  us e d to prote ct or s e -
cure  Gove rnm e nt prope rty.

c. Th e re  are  th re e  approve d USAREC form s
to be  us e d for th e  control and m anage m e nt of
adm inis trative  k e ys  by all USAREC activitie s .
Th e y are :

(1) USAREC Form  119 1 (Mas te r K e y Inve n-
tory).

(2) USAREC Form  119 2 (Ke y Sign-In and
Sign-Out Re cord).

(3) USAREC Form  119 3 (K e y Inve ntory Log
(Month ly and Se m iannually)).

Ch apte r 7
Antite rroris m

7-1. Ge ne ral
a. Te rroris m  and counte raction.  No pe rs on

is  im m une  from  th e  th re at of te rroris m .  Any
re pre s e ntative  of th e  U.S. Gove rnm e nt is  a pos -
s ible  obje ct of te rroris t activity.  For th is  re as on,
e ve ry individual m us t de ve lop a s e curity-con-
s cious  attitude .  AR 525-13 e s tablis h e s  re q uire -
m e nts  for te rroris m  dire cte d agains t m ilitary
pe rs onne l and prope rty.  Antite rroris t, h os tage
re s cue , or h os tage  cris is  plans  are  de ve lope d
and im ple m e nte d by th e  s upporting AR 5-9  ac-
tivity for USAREC activitie s  (i.e ., Fort Knox pro-
vide s  s upport for H Q USAREC in th e  Fort Knox
Antite rroris t/H os tage  Re s cue  Ope rations  Plan).
Rctg Bde  and Rctg Bn com m ande rs  m us t e n-
s ure  th is  functional are a is  include d in th e ir local
ISA.  Copie s  of s uch  plans  w ill be  m aintaine d at
e ach  com m and le ve l.

b. Guidance  in th is  ch apte r applie s  to all ac-
tivitie s  and pe rs onne l as s igne d or attach e d to
USAREC.  All e m ploye e s  are  e ncourage d to
provide  inform ation re garding te rroris m  to th e ir
fam ily m e m be rs .

c. Se nior rank ing pe rs onne l and re cruite r
pe rs onne l w h os e  dutie s  re q uire  ope ration out-
s ide  of th e  norm al Arm y or DOD com m unitie s
w ill re ce ive  pe riodic brie fings  and/or training on
th e  curre nt th re at and on pre cautions  th at can
be  tak e n to re duce  th e ir vulne rability to te rroris t
attack s .  Antite rroris m  training w ill be  provide d
as  e s tablis h e d by AR 525-13.

d. All USAREC pe rs onne l m us t re ce ive  a
Le ve l II Antite rroris m  brie fing w ith in 6 m onth s  of
any outs ide  th e  contine ntal Unite d State s
(OCONUS) trave l, including pe rm ane nt ch ange
of s tation and te m porary duty.  Th e  Le ve l II train-
ing m us t be  conducte d by th e  activitie s  antite r-
roris m  office r or an individual th at h as  be e n ce r-
tifie d to conduct Le ve l II training.  Rctg Bde  and
Rctg Bn pe rs onne l m us t re ce ive  a trave l brie f-
ing conducte d by th e  appointe d Rctg Bde  or
Rctg Bn SM.  Th is  brie fing de s cribe s  k now n
te rroris t th re ats  and prote ctive  m e as ure s  for
trave ling OCONUS or to any are a of h igh  ris k .

e . As  a part of trave l planning and protocol,
coordination w ith  th e  s upporting fe de ral or m ili-
tary law  e nforce m e nt age ncie s  m us t be  con-
ducte d w h e n individuals  trave l on official bus i-
ne s s  to are as  O CO NUS or th os e  are as  con-
s ide re d h igh  ris k .  Th is  coordination m us t in-
clude  cons ide rations  for prote ctive  m e as ure s
and continge ncy plans  th at are  in place  by th at
location w h e re  th e  te m porary duty or trave l is  to
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be  conducte d.

7-2. Re s pons ibilitie s
a. Th e  De partm e nt of State  h as  th e  prim ary

re s pons ibility for de aling w ith  te rroris m  involv-
ing Am e ricans  abroad and for h andling fore ign
re lations  as pe cts  of dom e s tic te rroris m  inci-
de nts .

b. Th e  De partm e nt of Jus tice  is  th e  prim ary
age ncy for coping w ith  dom e s tic te rroris m .  In-
ve s tigative  and ope rational re s pons ibility re s ts
w ith  th e  Fe de ral Bure au of Inve s tigation (FBI)
w h o h as  ove rall re s pons ibility for com bating and
inve s tigating dom e s tic te rroris m  including th e
Dis trict of Colum bia, th e  Com m onw e alth  of Pu-
e rto Rico, and US pos s e s s ions  and te rritorie s .

c. In th e  US th e  ins tallation com m ande r h as
re s pons ibility for th e  m ainte nance  of continge ncy
plans  for us e  of s e curity force s  to is olate , con-
tain, and ne utraliz e  a te rroris t incide nt w ith in th e
capability of th e  ins tallation re s ource s .  Th e  in-
s tallation com m ande r provide s  initial and im m e -
diate  re s pons e  to any incide nt occurring on a
m ilitary ins tallation.  Th e  FBI is  im m e diate ly noti-
fie d and, if juris diction is  as s um e d, th e  Attorne y
Ge ne ral as s um e s  re s pons ibility for coordinat-
ing th e  Fe de ral law  e nforce m e nt re s pons e .  If
th e  FBI doe s  not as s um e  juris diction, th e  m ili-
tary com m ande r w ill tak e  actions  to re s olve  th e
incide nt.

d. Rctg Bde  and Rctg Bn com m ande rs  m us t
incorporate  applicable  provis ions  of AR 525-13,
s upporting ins tallation policy, and th is  ch apte r
into SOPs  for th e ir activitie s .  Com m ande rs  m us t
e ns ure  th at all pe rs onne l, including fam ily m e m -
be rs , are  aw are  of th e  pote ntial th re at of te rror-
is m  and tak e  all m e as ure s  practical to provide
ade q uate  ph ys ical prote ctive  m e as ure s , train-
ing, and inform ation re garding te rroris t and crim i-
nal th re ats .

e . Th e  USAREC or s upporting ins tallation
public affairs  office r (PAO) m us t be  include d in
all re porting actions  re late d to te rroris t incide nts .
Th e  PAO is  th e  s ole  s pok e s pe rs on and re le as e
auth ority for inform ation re garding a te rroris t in-
cide nt for th e  com m ande r until s uch  tim e  as  th e
re s pons ibility for counte rte rroris m  ope rations  is
trans fe rre d to anoth e r Fe de ral age ncy. Th e
Rctg Bn PAO  w ill im m e diate ly notify th e  Rctg
Bde  PAO and th e  H Q USAREC, Dire ctor of Ad-
ve rtis ing and Public Affairs , if an act of te rroris m
occurs  at a USAREC facility.  Th e  Dire ctor of
Adve rtis ing and Public Affairs  w ill th e n notify th e
H Q RS Bde  Se curity Divis ion and appropriate
H e adq uarte rs , De partm e nt of th e  Arm y (H QDA)
activitie s  as  re q uire d by AR 525-13.

7-3. Te rroris m
No s pe cific te rroris t organiz ation is  k now n to be
targe te d agains t USAREC facilitie s .  H ow e ve r,
acts  of te rroris m  agains t USAREC activitie s  h ave
be e n conducte d by antigove rnm e nt or antim ili-
tary groups .  Th e  unprote cte d or “ope n” s tatus
of th e  num e rous  USAREC facilitie s  and re cruit-
ing s tations  re q uire  m e m be rs  of USAREC to
be com e  k e e nly aw are  of th e ir s urroundings  and
indicators  of te rroris t or s ubve rs ive  activitie s  on
a continuous  bas is .  Com m ande rs  at all le ve ls
m us t coordinate  w ith  th e ir s upporting activity
for inform ation re garding curre nt th re ats  and

re vie w  organiz ational s e curity plans , re gulations ,
policie s , applicable  PH S counte rm e as ure s , and
proce dure s  to be  e m ploye d to de te r and coun-
te ract a te rroris t incide nt.

7-4. Te rroris t Th re at Conditions
a. Inform ation and w arnings  of te rroris t ac-

tivity agains t ins tallations  and pe rs onne l of US
com m ands  and age ncie s  w ill norm ally be  re -
ce ive d from  US s e curity auth oritie s  or th rough
th e  s e curity age ncie s  of h os t countrie s  con-
ce rne d.  Inform ation m ay com e  from  local police
force s , be  re ce ive d dire ctly by a US com m and
or age ncy as  a th re at or w arning from  a te rroris t
organiz ation, or be  in th e  form  of an actual at-
tack  on US pe rs onne l or prope rty.

b. Te rroris t Th re at Conditions  (TH REATCON)
de claration and im ple m e ntation m e as ure s .  Th e
de claration of a TH REATCON, as  ide ntifie d by
AR 525-13 and im ple m e ntation of applicable
m e as ure s  m ay be  de cre e d by any USAREC
com m ande r above  Rctg Co le ve l for any activ-
ity of h is  or h e r com m and th at doe s  not s h are
facilitie s  w ith  oth e r Fe de ral or fore ign organiz a-
tions .  If activitie s  s h are  facilitie s  or are  te nants
of oth e r ins tallations , de claration and im ple m e n-
tation m us t be  coordinate d w ith  th e s e  s upport-
ing organiz ations .

7-5. Re porting re q uire m e nts
a. Sh ould individuals  be com e  involve d in or

h ave  k now le dge  of a te rroris t incide nt, im m e di-
ate ly re port th e  incide nt to th e  local m ilitary po-
lice  if locate d on a m ilitary ins tallation, local civil-
ian police  or FBI if not locate d on a m ilitary in-
s tallation.

b. Rctg Bde  and/or Rctg Bn com m ande rs
de claring or in re ce ipt of a de claration of
TH REATCON h igh e r th an NORMAL (no th re at)
(i.e ., ALPH A (low  th re at), BRAVO (m e dium
th re at), CH ARLIE (h igh  th re at), and DELTA (im -
m ine nt th re at)), w ill im m e diate ly re port ch ange s
to th e  H Q USAREC Em e rge ncy O pe rations
Ce nte r (EOC), both  te le ph onically at (502) 626-
0823 or 0825 (facs im ile ) or DSN 536-0823 or
0825 (facs im ile ) and as  an incide nt re port as
re q uire d in ch apte r 9 .  In addition, re ports  re -
q uire d by th e  s upporting ins tallation m us t be
provide d.  Actual te rroris t incide nts  involving
USAREC pe rs onne l w ill be  re porte d in th e  s am e
m anne r.

c. H Q USAREC w ill re s pond as  re q uire d to
TH REATCO N de clarations  as  is s ue d by th e
Com m ande r of Fort Knox for H Q USAREC.  Th e
H Q USAREC EOC w ill re port ch ange s  to com -
m ande r de cre e d TH REATCON le ve ls  to th e  H Q
USAREC PAO (coordination) and to appropri-
ate  H QDA activitie s  as  re q uire d by AR 525-13.
Th e  H Q USAREC antite rroris m  office r w ill coor-
dinate  actions  to e ns ure  any actual te rroris t in-
cide nt involving USAREC pe rs onne l h as  be e n
or is  re porte d to th e  appropriate  h igh e r auth or-
ity.

Ch apte r 8
Bom b Th re ats

8-1. Bom b th re at proce dure s
a. A bom b incide nt control office r (BICO) w ill

be  de s ignate d, in w riting, for e ve ry com m and

le ve l dow n to Rctg Bn. Th e  H Q USAREC EOC
is  th e  com m and point of contact for bom b th re at
proce dure s .  Th e  H e adq uarte rs  Com m andant,
H Q USAREC, is  de s ignate d th e  BICO and PH S
office r for all h e adq uarte rs  buildings , as s e ts ,
and pe rs onne l.  A copy of appointm e nts  for PH S
office r and BICO w ill be  forw arde d to th e  H Q
USAREC EOC.  Minim um  grade  re q uire m e nts
for th e s e  pos itions  w ill be  a com m is s ione d of-
fice r or civilian in th e  grade  of GS-09  or above .
Guidance  for bom b th re ats  is  containe d in FM
3-19 .30.

b. All bom b th re ats  w ill be  tre ate d as  actual
until it h as  be e n de te rm ine d to be  oth e rw is e  and
th e  “ALL CLEAR” h as  be e n give n by th e  e xplo-
s ive  ordnance  dis pos al or law  e nforce m e nt pe r-
s onne l w ith  ove rall auth ority for bom b s e arch .  A
bom b th re at is  a m e s s age  de live re d by any
m e ans , w arning or claim ing th e  pre s e nce  of one
or m ore  bom bs  or e xplos ive  de vice s .  A bom b
th re at m ay or m ay not s pe cify th e  location of a
bom b; it m ay or m ay not contain an ultim atum
re late d to th e  de tonation, ignition, or conce al-
m e nt of th e  bom b.

c. Com m ande rs  s h all de ve lop proce dure s
th at addre s s  th e  particular circum s tance s  and
ope rational ne e ds  of th e  unit or activity s h ould a
bom b th re at occur.  Th e s e  proce dure s  s h ould
ide ntify s upporting activity re q uire m e nts , coor-
dination, and proce dure s . Th e  proce dure s  in-
clude :

(1) Appointm e nt and re s pons ibilitie s  of
BICOs .

(2) Notification proce dure s  to be  follow e d
upon re ce ipt of th e  bom b th re at.

(3) Proce dure s  for e vacuation.
(4) Crite ria for e vacuation of s e ns itive  ar-

e as .
(5) Se curity during and afte r th e  e vacuation.
(6) Pre de s ignate d as s e m bly are as .
(7) Se arch  proce dure s  and de s ignation of

s e arch  te am  m e m be rs .
(8) Es tablis h m e nt of e m e rge ncy coordina-

tion point.
(9 ) Training of pe rs onne l, to include  clas s e s

by e xplos ive  ordnance  dis pos al pe rs onne l on
th e  re cognition of various  bom bs  and de vice s .

(10) Afte raction re porting proce dure s .
(11) Ens uring buildings  are  ins pe cte d on a

re gular bas is  s o s e arch  te am s  be com e  fam iliar
w ith  place s  w ith in and outs ide  of th e  buildings
w h e re  a bom b m ay be  place d.

(12) Pos ting of FBI Form  2-182A (Bom b
Th re at) unde r e ach  te le ph one  ins trum e nt in th e
activity.

8-2. Re porting proce dure s
a. H Q USAREC, H Q RS Bde , and RSB.  All

individuals  as s igne d or attach e d to H Q
USAREC, H Q RS Bde , and RSB m us t re port
any s us picious  e ve nts , m atte rs , and unauth o-
riz e d pe rs onne l to th e ir im m e diate  s upe rvis or
and th e  H Q USAREC EOC.

b. Rctg Bde s  and Rctg Bns .  Com m ande rs
w ill re port acts  of te rroris m  and bom b th re ats  to
th e  H Q USAREC EOC as  outline d in ch apte r 7.
Supple m e ntal inform ation re garding te rroris m
agains t re cruiting activitie s  w ill be  re porte d on
th e  h our e ve ry 2 h ours  for th e  duration of th e
incide nt. In addition, th e  re cruiting adve rtis ing
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and public affairs  ch ie f w ill be  im m e diate ly noti-
fie d if an act of te rroris m  occurs .  Th e  PAO is  th e
s ole  s pok e s pe rs on for th e  com m ande r until s uch
tim e  as  th e  re s pons ibility is  trans fe rre d to an-
oth e r Fe de ral age ncy.  Re q ue s ts  for inform ation
or s tate m e nts  from  th e  ne w s  m e dia outs ide  th e
im m e diate  are a of th e  USAREC facility s ubje ct
to a te rroris t incide nt w ill be  h andle d by th e  H Q
USAREC PAO.

Ch apte r 9
Se rious  Incide nts

9 -1. Se rious  incide nt re ports
a. A s e rious  incide nt is  an actual or alle ge d

incide nt, accide nt, m is conduct, act, or condition
(e ith e r crim inal or noncrim inal) th at w arrants
tim e ly notice  to H QDA be caus e  of its  nature ,
gravity, publicity, or pote ntial cons e q ue nce s .

b. Se rious  incide nts  re ports  (SIRs ) are  law
e nforce m e nt re ports  s ubm itte d by an ins talla-
tion com m ande r (provos t m ars h al) h aving ge o-
graph ic re s pons ibility as  e s tablis h e d in AR 5-9 .
SIRs  are  forw arde d to H QDA (DAMO-ODL) by
provos t m ars h als .  No USAREC activitie s  are
auth oriz e d to s e nd SIRs  to H QDA.  H ow e ve r,
USAREC activitie s  s h all provide  inform ation to
th e  ins tallation com m ande r h aving ge ograph ic
re s pons ibility for all re portable  incide nts  as  de -
s cribe d in AR 19 0-40 and th is  re gulation.

c.  Th e  H Q USAREC EOC s h all re ce ive , pro-
ce s s , and dis tribute  re porte d incide nts  accord-
ing to inte rnal s taff ins tructions  and re q uire m e nts .
Th e  EOC s h all be  th e  prim ary activity re s pon-
s ible  for forw arding incide nt re ports  to h igh e r
h e adq uarte rs  as  ne ce s s ary.  During duty h ours
th e  EOC s h all m ak e  re q uire d dis tribution im m e -
diate ly upon re ce ipt of th e  incide nt.  During
nonduty h ours  notification proce dure s  and dis -
tribution s h all be  m ade  according to s pe cial duty
ins tructions .  Th e  EOC s h all be  th e  prim ary ac-
tivity re s pons ible  for e ns uring inform ation re -
porte d ade q uate ly de s cribe s  e ve nts , circum -
s tance s , and de tails  re garding th e  incide nt be -
ing re porte d, obtaining clarification or additional
inform ation from  th e  re porting activity as  ne c-
e s s ary.  Th e  EOC is  th e  prim ary activity to s o-
licit inform ation from  th e  re porting activity for
clarification, additional de tails , and/or follow up
inform ation for any pre vious ly re porte d incide nt.
Notification proce dure s  for k e y pe rs onne l re -
garding s ubje ct m atte r or s pe cific cate gorie s  of
incide nts  th at are  of im m e diate  conce rn s h all be
provide d as  s pe cial ins tructions .  Im m e diate ly
afte r re ce ipt of an incide nt re port th e  EOC s h all
provide  a copy of e ach  re porte d incide nt to e ach
activity lis te d on th e  curre nt approve d dis tribu-
tion m atrix.

9 -2. Cate gorie s  of incide nts
AR 19 0-40, appe ndixe s  B and C, e s tablis h e s
tw o cate gorie s  (Cate gory 1 and 2) of incide nts
th at w ill be  re porte d to H QDA (DAMO-ODL).
Cate gory 1 and 2 incide nts  w ill als o be  re porte d
to H Q USAREC.  Cate gory 3 incide nts  s h all be
re porte d only to USAREC.

a. Cate gory 1.  Cate gory 1 incide nts  as  de -
s cribe d by AR 19 0-40, appe ndix B, s h all be  re -
porte d im m e diate ly upon dis cove ry or notifica-
tion to both  H QDA and H Q USAREC.  Notifica-

tion of incide nts  w ill not be  de laye d due  to in-
com ple te  inform ation.  Com m ande rs  s h all re -
vie w  AR 19 0-40, appe ndix C, for all ite m s  th at
are  re portable .  Cate gory 1 incide nts  th at m ay
occur w ith in USAREC are  as  follow s :

(1) On- and off-pos t riots , s e rious  dis tur-
bance s , or de m ons trations  targe te d agains t th e
Arm y or involving Arm y pe rs onne l.

(2) Te rroris ts  activitie s , s abotage , and inci-
de nts  initiate d or s pons ore d by k now n te rror-
is ts , dis s ide nt groups , or crim inal e le m e nts  th at
occur on an ins tallation or involve  m ilitary pe r-
s onne l or prope rty off an ins tallation.

(3) Bom b or e xplos ive  incide nts  re s ulting in
de ath , injury of m ilitary pe rs onne l, or dam age  to
m ilitary prope rty.

(4) Incide nts  involving m ate rial dam age  th at
s e rious ly de grade  unit ope rations  or training
re adine s s .

(5) Any oth e r incide nt th at th e  com m ande r
de te rm ine s  to be  of im m e diate  conce rn to H QDA
bas e d on nature , gravity, pote ntial for adve rs e
publicity, or pote ntial cons e q ue nce s  of th e  inci-
de nt.

b. Cate gory 2.  Cate gory 2 incide nts  are  de -
s cribe d by AR 19 0-40, appe ndix C.  Incide nts
s h all be  re porte d to th e  ins tallation com m ande r
(provos t m ars h al) h aving ge ograph ic re s pons i-
bility w ith in 24 h ours  of dis cove ry or notification
and im m e diate ly to H Q USAREC.  Notification of
incide nts  w ill not be  de laye d due  to incom ple te
inform ation.  Com m ande rs  s h all re vie w  AR 19 0-
40, appe ndix C, for all ite m s  th at are  re portable .
Cate gory 2 incide nts  th at m ay occur w ith in
USAREC are  as  follow s :

(1) Significant violations  of Arm y s tandards
of conduct, to include  bribe ry, conflict of inte r-
e s t, graft, or acce ptance  of gratuitie s  by s ol-
die rs  or DA or nonappropriate d fund e m ploy-
e e s .

(2) Aggravate d ars on.
(3) De ath s , to include  h om icide s , s uicide s ,

and de ath  re s ulting from  traffic accide nts , train-
ing accide nts , fire s , or oth e r incide nts .

(4) K idnapping.
(5) Major fire s  or natural dis as te rs  involving

de ath , s e rious  injury, prope rty dam age  in e x-
ce s s  of $100,000, or dam age  th at s e rious ly
de grade s  unit ope rational or training capabili-
tie s .

(6) Incide nts  involving fire arm s  th at caus e
injury or de ath .

(7) Any oth e r incide nt th at th e  com m ande r
de te rm ine s  to be  of im m e diate  conce rn to H QDA
bas e d on nature , gravity, pote ntial for adve rs e
publicity, or pote ntial cons e q ue nce s .

c. Cate gory 3.  Oth e r incide nts  th at m ay
caus e  unfavorable  publicity or oth e rw is e  be  of
conce rn to H Q USAREC th at involve  USAREC
pe rs onne l (both  m ilitary and civilian) fam ily m e m -
be rs , facilitie s , or prope rty w h ich  s h all be  re -
porte d to H Q USAREC.

(1) Th e  follow ing incide nts  w ill be  re porte d to
H Q USAREC im m e diate ly upon dis cove ry or
notification:

(a) De ath  of USAREC pe rs onne l or fam ily
m e m be rs  (s pous e , ch ildre n, and/or pe rm ane nt
m e m be rs  of h ous e h old).

(b) Atte m pte d s uicide .
(c) Bom b th re ats  or e xplos ions .

(d) Te rroris t th re ats  and as s aults  to re cruit-
e rs , fam ily m e m be rs , or facilitie s .

(e ) De m ons trations .
(f) Fe lony arre s ts  involving re cruiting pe r-

s onne l.
(g) Re duce d ope rational capability due  to

natural dis as te r or los s  of facilitie s  or e q uip-
m e nt.

(h ) Actual or pote ntial adve rs e  publicity re -
gardle s s  of m e dia s ource .

(i) All m atte rs  or incide nts  re fe rre d to th e
Unite d State s  Arm y Crim inal Inve s tigation Com -
m and (CID) for inve s tigation or re vie w .

(2) Th e  follow ing incide nts  w ill be  re porte d to
H Q USAREC w ith in 24 h ours  of dis cove ry or
notification:

(a) Any incide nt of ch ild abus e , s pous e
abus e , and/or dom e s tic alte rcations .

(b) Drug or alcoh ol abus e  to include  pos itive
urinalys is  re s ults  and/or driving unde r th e  influ-
e nce  or driving w h ile  intoxicate d.

(c) H os pitaliz ation of s e rvice  m e m be r or fam -
ily m e m be r (s pous e , ch ildre n, and/or pe rm a-
ne nt m e m be r of h ous e h old) due  to life  th re ate n-
ing injury or illne s s .

(d) Se xual m is conduct.
(e ) Dam age , th e ft, or vandalis m  of Gove rn-

m e nt facilitie s  and e q uipm e nt.
(f) M is de m e anor arre s ts  involving re cruiting

pe rs onne l.
(g) Alle ge d or confirm e d incide nts , w h e th e r

re ce ntly com m itte d, or jus t s urfacing th at oc-
curre d s e ve ral m onth s  or ye ars  e arlie r th at w e re
not pre vious ly re porte d, m us t be  re porte d to
th is  h e adq uarte rs .

(h ) Se xual h aras s m e nt.
(i) Any oth e r incide nt th at th e  com m ande r

de te rm ine s  to be  of im m e diate  conce rn to H Q
USAREC bas e d on nature , gravity, pote ntial for
adve rs e  publicity, or pote ntial cons e q ue nce s  of
th e  incide nt.

9 -3. Cate gory 1 re porting proce dure s
a. Re porting inform ation for H QDA.  Th e

USAREC Rctg Bn com m ande r or th e  USAREC
Rctg Bde  com m ande r if involving pe rs onne l
as s igne d to th e  Rctg Bde  h e adq uarte rs  s h all
im m e diate ly notify, via te le ph one , th e  re s pon-
s ible  ins tallation provos t m ars h al.  Th e  te le ph onic
re port s h all be  in accordance  w ith  ins tructions
of AR 19 0-40, figure  3-1, and in th e  form at in AR
19 0-40, figure  3-4.  Follow up inform ation and
final dis pos ition of th e  incide nt s h all be  provide d
as  additional inform ation be com e s  available  or
as  re q ue s te d by th e  re porting provos t m ars h al.
Th e  re s pons ible  ins tallation provos t m ars h al
m ak e s  a form al law  e nforce m e nt re port to H QDA.

b. Re porting inform ation to H Q USAREC.  In
addition to re porting re q uire m e nts  of a above ,
th e  Rctg Bn com m ande r s h all im m e diate ly re -
port Cate gory 1 incide nts  involving pe rs onne l
as s igne d to H Q USAREC as  de s cribe d be low .
Th e  Rctg Bde  com m ande r s h all im m e diate ly
re port Cate gory 1 incide nts  involving pe rs onne l
as s igne d to th e  Rctg Bde  h e adq uarte rs  as  de -
s cribe d be low .

(1)  Th e  com m ande r (Rctg Bn or Rctg Bde )
s h all im m e diate ly notify th e  Com m anding Ge n-
e ral (CG) (24 h ours  a day, 7 days  a w e e k ), by
te le ph one , of all incide nts  involving th e  de ath  of
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USAREC pe rs onne l or fam ily m e m b e rs
(s pous e , ch ildre n, or oth e r pe rm ane nt m e m -
be rs  of th e  h ous e h old) or oth e r incide nts  th at
h ave  h ad or m ay h ave  a s e rious  ne gative  im -
pact on th e  com m and.  In addition, follow  th e
proce dure s  de s cribe d in (2) th rough  (6) be low .

(2)  Im m e diate ly s e nd, via e -m ail, a s pot re -
port to H Q USAREC Com m and Group (CG,
De puty Com m anding Ge ne ral (DCG)-Eas t,
DCG-W e s t, Ch ie f of Staff (CofS), Se cre tary of
th e  Ge ne ral Staff (SGS), Com m and Se rge ant
Major, and th e  H Q USAREC EOC) for incide nts
involving de ath  or life  th re ate ning injury of
USAREC pe rs onne l or im m e diate  fam ily m e m -
be rs , atte m pte d s uicide , te rroris t th re ats , or as -
s aults  on USAREC pe rs onne l or fam ily m e m -
be rs  (s pous e , ch ildre n, or oth e r pe rm ane nt
m e m be rs  of th e  h ous e h old), de m ons trations ,
fe lony arre s t, actual or pote ntial adve rs e  public-
ity, bom b th re ats  or e xplos ions , and all m atte rs
or incide nts  re fe rre d to CID.  In addition, follow
proce dure s  de s cribe d in (1) above  and (3)
th rough  (6) be low .

(3)  During H Q USAREC’s  norm al duty h ours ,
im m e diate ly notify th e  SGS, by te le ph one , of all
incide nts  re q uiring im m e diate  re porting to e ith e r
H QDA or H Q USAREC.  During H Q USAREC’s
nonduty h ours  im m e diate ly notify th e  H Q
USAREC EOC, by te le ph one , of all incide nts
re q uiring im m e diate  re porting to e ith e r H QDA or
H Q USAREC.

(4)  Te le ph onically notify th e  H Q USAREC
EOC of th e  incide nt prior to trans m itting th e  re -
port.  A com ple te d USAREC Form  9 58 (Incide nt
Inform ation Re port) s h all be  forw arde d via fac-
s im ile  to th e  EOC.  All incide nt re ports  s h all be
forw arde d to th e  H Q USAREC EOC at (502)
626-0823 or DSN 536-0823; fax (502) 626-0825
or DSN 536-0825.  Rctg Bn and Rctg Bde  com -
m ande rs  m us t e ns ure  th at te le ph onic notifica-
tion is  provide d to th e  EOC im m e diate ly upon
obtaining k now le dge  of all oth e r incide nts  re -
q uiring im m e diate  re porting, and th os e  incide nts
th at h ave  h ad or m ay h ave  a s e rious  ne gative
im pact on th e  com m and.

(5)  Follow up re ports  s h all be  s ubm itte d w h e n
additional inform ation is  k now n, w h e n s ituation
ch ange s , w h e n re q ue s te d by th e  EOC or s taff
re pre s e ntative , or e ve ry 30 days  until th e  action
is  com ple te d and a final re port h as  be e n s ubm it-
te d.  Th e  initial re port and all s ubs e q ue nt follow up
re ports  m us t be  provide d w ith  e ach  ne w  or ad-
ditional follow up and/or final re port.  Us e  of th e
initial re port as  a continuation page  w ith  addi-
tional page s  is  acce ptable  and re com m e nde d.

(6)  A final re port is  re q uire d for all incide nts .

9 -4. Cate gory 2 re porting proce dure s
A com ple te  lis t of Cate gory 2 incide nts  are  de -
s cribe d in AR 19 0-40.  To e ns ure  both  H QDA
and H Q USAREC are  notifie d, th e  follow ing re -
porting proce dure s  s h all be  follow e d:

a. Re porting inform ation for H QDA.  Incide nts
s h all be  re porte d to th e  re s pons ible  ins tallation
com m ande r (provos t m ars h al) w ith in 24 h ours
of dis cove ry or notification.   Incide nts  s h all be
m ade  te le ph onically unle s s  oth e rw is e  notifie d
by th e  s upporting provos t m ars h al.  Ins truc-
tions  and form at are  containe d in AR 19 0-40.
Follow up inform ation and final dis pos ition of th e
incide nt s h all be  provide d as  inform ation be -

com e s  available , final dis pos ition, or as  re -
q ue s te d by th e  re porting provos t m ars h al.  Th e
re s pons ible  ins tallation provos t m ars h al m ak e s
a form al law  e nforce m e nt re port to H QDA.

b. Re porting inform ation to H Q USAREC.  In
addition to re porting re q uire m e nts  of a above ,
th e  Rctg Bn com m ande r s h all im m e diate ly re -
port Cate gory 2 incide nts  involving pe rs onne l
as s igne d to H Q USAREC as  de s cribe d be low .
Th e  Rctg Bde  com m ande r s h all im m e diate ly
re port Cate gory 2 incide nts  involving pe rs onne l
as s igne d to th e  Rctg Bde  h e adq uarte rs  as  de -
s cribe d be low .

(1)  Th e  com m ande r (Rctg Bn or Rctg Bde )
s h all im m e diate ly notify th e  CG (24 h ours  a day,
7 days  a w e e k ), by te le ph one , of all incide nts
involving th e  de ath  of USAREC pe rs onne l or
fam ily m e m be rs  (s pous e , ch ildre n, or oth e r pe r-
m ane nt m e m be rs  of th e  h ous e h old) or oth e r
incide nts  th at h ave  h ad or m ay h ave  a s e rious
ne gative  im pact on th e  com m and.  In addition,
follow  th e  proce dure s  de s cribe d in (2) th rough
(6) be low .

(2)  Im m e diate ly s e nd, via e -m ail, a s pot re -
port to H Q USAREC Com m and Group (CG,
DCG-Eas t, DCG-W e s t, CofS, SGS, Com m and
Se rge ant Major, and th e  H Q USAREC EOC) for
incide nts  involving de ath  or life  th re ate ning in-
jury of USAREC pe rs onne l or im m e diate  fam ily
m e m be rs , atte m pte d s uicide , te rroris t th re ats ,
or as s aults  on USAREC pe rs onne l or fam ily
m e m be rs  (s pous e , ch ildre n, or oth e r pe rm a-
ne nt m e m be rs  of th e  h ous e h old), de m ons tra-
tions , fe lony arre s t, actual or pote ntial adve rs e
publicity, bom b th re ats  or e xplos ions , and all
m atte rs  or incide nts  re fe rre d to CID.  In addition,
follow  th e  proce dure s  de s cribe d in (1) above
and (3) th rough  (6) be low .

(3)  During H Q USAREC’s  norm al duty h ours ,
im m e diate ly notify th e  SGS, by te le ph one , of all
incide nts  re q uiring im m e diate  re porting or re -
porting w ith in 24 h ours  to H QDA and/or th os e
incide nts  re q uiring im m e diate  re porting to H Q
USAREC.  During H Q USAREC’s  nonduty h ours
im m e diate ly notify th e  H Q USAREC EOC, by
te le ph one , of all incide nts  re q uiring im m e diate
re porting to e ith e r H QDA or H Q USAREC.

(4)  Te le ph onically notify th e  H Q USAREC
EOC of th e  incide nt prior to trans m itting th e  re -
port.  A com ple te d USAREC Form  9 58 s h all be
forw arde d via facs im ile  to th e  EOC.  All incide nt
re ports  s h all be  forw arde d to th e  H Q USAREC
EOC at (502) 626-0823 or DSN 536-0823; fax
(502) 626-0825 or DSN 536-0825.  Rctg Bn and
Rctg Bde  com m ande rs  m us t e ns ure  th at te le -
ph onic notification is  provide d to th e  EOC im -
m e diate ly upon obtaining k now le dge  of all oth e r
incide nts  re q uiring im m e diate  re porting, and
th os e  incide nts  th at h ave  h ad or m ay h ave  a
s e rious  ne gative  im pact on th e  com m and.

(5)  Follow up re ports  s h all be  s ubm itte d w h e n
additional inform ation is  k now n, w h e n s ituation
ch ange s , w h e n re q ue s te d by th e  EOC or s taff
re pre s e ntative , or e ve ry 30 days  until th e  action
is  com ple te d and a final re port h as  be e n s ubm it-
te d.  Th e  initial re port and all s ubs e q ue nt follow up
re ports  m us t be  provide d w ith  e ach  ne w  or ad-
ditional follow up and/or final re port.  Us e  of th e
initial re port as  a continuation page  w ith  addi-
tional page s  is  acce ptable  and re com m e nde d.

(6)  A final re port is  re q uire d for all incide nts .

9 -5. Cate gory 3 re porting proce dure s
a. Re porting inform ation for H QDA.  None

re q uire d.
b. R e porting inform ation to H Q USAREC.

Th e re  are  tw o re porting tim e  line s  e s tablis h e d
for Cate gory 3 incide nts .  Paragraph  9 -2c pre -
s cribe s  w h at incide nts  s h all be  re porte d im m e -
diate ly and w ith in 24 h ours  to H Q USAREC.
Include d in Cate gory 3 are  incide nts  th at re -
q uire  im m e diate  (de ath s  of m ilitary and civilian
pe rs onne l) and w ith in 24 h ours  (de m ons trations
and bom b e xplos ions ) re porting to H QDA.  Th e
Rctg Bn com m ande r s h all re port Cate gory 3
incide nts  as  de s cribe d by paragraph  9 -2c in-
volving pe rs onne l as s igne d to H Q USAREC as
de s cribe d be low .  Th e  Rctg Bde  com m ande r
s h all im m e diate ly re port Cate gory 3 incide nts
as  de s cribe d by paragraph  9 -2c involving pe r-
s onne l as s igne d to th e  Rctg Bde  h e adq uarte rs
as  de s cribe d be low .

(1)  Te le ph onically notify th e  H Q USAREC
EOC of th e  incide nt prior to trans m itting th e  re -
port.  A com ple te d USAREC Form  9 58 s h all be
forw arde d via facs im ile  to th e  EOC.   All incide nt
re ports  s h all be  forw arde d to th e  H Q USAREC
EOC at (502) 626-0823 or DSN 536-0823; fax
(502) 626-0825 or DSN 536-0825.  Rctg Bn and
Rctg Bde  com m ande rs  m us t e ns ure  th at te le -
ph onic and USAREC Form  9 58 notification is
provide d to th e  EOC im m e diate ly or w ith in 24
h ours  of obtaining k now le dge  of all oth e r inci-
de nts  as  de s cribe d in paragraph  9 -2c(2).

(2)  Follow up re ports  s h all be  s ubm itte d w h e n
additional inform ation is  k now n, w h e n s ituation
ch ange s , w h e n re q ue s te d by th e  EOC or s taff
re pre s e ntative , or e ve ry 30 days  until action is
com ple te d and a final re port h as  be e n s ubm it-
te d.  Th e  initial re port and all s ubs e q ue nt follow up
re ports  m us t be  provide d w ith  e ach  follow up
and/or final re port.  Us e  of th e  initial re port as  a
continuation page  w ith  additional page s  is  ac-
ce ptable .

(3)  Final re ports  are  re q uire d for all re porte d
incide nts .

9 -6. Additional re q uire m e nts
In addition to th e  above , th e  follow ing proce -
dure s  are  note d for re e m ph as iz e :

a. Com m ande rs  s h all de s ignate  a prim ary
and an alte rnate  to re port s e rious  incide nts  to
appropriate  activitie s  as  outline d in th is  ch apte r.

b. Alle ge d or confirm e d incide nts , w h e th e r
re ce ntly com m itte d or jus t s urfacing th at oc-
curre d s e ve ral m onth s  or ye ars  e arlie r m us t be
re porte d to th is  h e adq uarte rs .

c. Re ports  conce rning De laye d Entry Pro-
gram  and De laye d Training Program  pe rs onne l
involving s e rious  injury or de ath  as  w e ll as  any
th at m ay involve  re cruiting im proprie tie s  s h ould
be  m ade  to th is  h e adq uarte rs .

d. Cre dible  de rogatory inform ation m us t als o
be  forw arde d by th e  com m ande r or SM th rough
s e curity ch anne ls  on DA Form  5248-R to th e
U.S. Arm y Ce ntral Pe rs onne l Se curity Facility,
ATTN:  PCCF-M, Fort Ge orge  G. Me ade , MD
20755-5250.  Re porting re q uire m e nts  are  e s -
tablis h e d by AR 380-67.

e . All m atte rs  com ing to your atte ntion as  a
pos s ible  crim e  m us t be  re porte d to th e  local
CID office .



UPDATE • USAREC Re g 380-4                  9

Appe ndix A
Re fe re nce s

Se ction I
Re q uire d Publications

AR 5-9
Are a Support Re s pons ibilitie s .  (Cite d in paras
7-1a and 9 -1b.)

AR 25-400-2
Th e  Mode rn Arm y Re cordk e e ping Sys te m
(MARKS).  (Cite d in para 3-9 a.)

AR 19 0-13
Th e  Arm y Ph ys ical Se curity Program .  (Cite d in
paras  6-1, 6-3, 6-5, and 6-8b.)

AR 19 0-40
Se rious  Incide nt Re port.  (Cite d in paras  9 -1b,
9 -2, 9 -2a, 9 -2b, 9 -3a, 9 -4, and 9 -4a.)

AR 19 0-51
Se curity of Unclas s ifie d Arm y Prope rty (Se ns i-
tive  and Nons e ns itive ).  (Cite d in paras  6-1, 6-5,
6-9 b(7), and 6-12b.)

AR 380-5
De partm e nt of th e  Arm y Inform ation Se curity
Program .  (Cite d in paras  3-2, 4-1, 4-2, 4-3a, 4-
3c, 6-9 b(8), and 6-11.)

AR 380-19
Inform ation Sys te m s  Se curity.  (Cite d in para 3-
1c.)

AR 380-67
Th e  De partm e nt of th e  Arm y Pe rs onne l Se cu-
rity Program .  (Cite d in paras  3-1, 3-1b(1), 3-
1b(3), 3-2, 3-3, 3-4, 3-5, 3-6, 3-7, 3-8, and 9 -
6d.)

AR 381-12
Subve rs ion and Es pionage  Dire cte d Agains t th e
U.S. Arm y (SAEDA).  (Cite d in paras  3-2, 5-1, 5-
2a, 5-2c, and 5-3.)

AR 525-13
Antite rroris m .  (Cite d in paras  7-1a, 7-1c, 7-2d,
7-2e , 7-4b, and 7-5c.)

DOD 4525.6-M, Volum e  1
DOD Pos tal Manual.  (Cite d in para 6-11.)

DOD 4526.6-M, Volum e  2
DOD Pos tal Manual.  (Cite d in para 6-11.)

DOD 5200.2-R
De partm e nt of De fe ns e  Pe rs onne l Se curity Pro-
gram .  (Cite d in para 3-1b(3).)

FM 3-19 .30
Ph ys ical Se curity.  (Cite d in para 8-1a.)

USAREC Re g 405-1
Facility Manage m e nt.  (Cite d in paras  6-5 and 6-
8.)

Se ction II
Re late d Publications

AR 15-6

Proce dure s .

(O) DOD 2000.12-H
Prote ction of DOD Pe rs onne l and Activitie s
Agains t Acts  of Te rroris m  and Political Turbu-
le nce .

DOD 5200.1-PH -1
Clas s ifie d Inform ation Nondis clos ure  Agre e m e nt
(SF 312), Brie fing Pam ph le t.

DOD 5220.22-R
Indus trial Se curity Re gulation.

DOD 5400.7-R
DOD Fre e dom  of Inform ation Act Program .

FM 19 -10
Th e  Military Police  Law  and Orde r Ope rations .

FM 19 -15
Civil Dis turbance s .

TB 5-6350-264
Se le ction and Application of Joint-Se rvice s  In-
te rior Intrus ion De te ction Sys te m  (J-SIIDS).

Se ction III
Pre s cribe d Form s

USAREC Form  810
Em e rge ncy Notification Card.  (Cite d in para 6-
7a.)

USAREC Form  9 58
Incide nt Inform ation Re port.  (Cite d in paras  9 -
3b(4), 9 -4b(4), and 9 -5b(1).)

USAREC Form  119 1
Mas te r K e y Inve ntory.  (Cite d in para 6-12c(1).)

USAREC Form  119 2
K e y Sign-In and Sign-Out Re cord.  (Cite d in
para 6-12c(2).)

USAREC Form  119 3
Ke y Inve ntory Log (Month ly and Se m iannually).
(Cite d in para 6-12c(3).)

Se ction IV
Re fe re nce d Form s

DA Form  873
Ce rtificate  of Cle arance  and/or Se curity De te r-
m ination.

DA Form  5248-R
Re port of Unfavorable  Inform ation for Se curity
De te rm ination.

FBI Form  2-182A
Bom b Th re at.

SF 52-B
Re q ue s t for Pe rs onne l Action.

SF 701
Activity Se curity Ch e ck lis t.

SF 702
Se curity Containe r Ch e ck  Sh e e t.

Proce dure s  for Inve s tigating Office rs  and Boards
of Office rs .

AR 25-55
Th e  De partm e nt of th e  Arm y Fre e dom  of Infor-
m ation Act Program .

AR 40-2
Arm y Me dical Tre atm e nt Facilitie s  Ge ne ral Ad-
m inis tration.

AR 50-5
Nucle ar and Ch e m ical W e apons  and Mate rie l-
Nucle ar Sure ty.

AR 50-6
Nucle ar and Ch e m ical W e apons  and Mate rial,
Ch e m ical Sure ty.

AR 19 0-5
Motor Ve h icle  Traffic Supe rvis ion.

AR 19 0-11
Ph ys ical Se curity of Arm s , Am m unition and Ex-
plos ive s .

AR 19 0-22
Se arch e s , Se iz ure s  and Dis pos ition of Prop-
e rty.

AR 380-10
Fore ign Dis clos ure , Te ch nology Trans fe r, and
Contacts  W ith  Fore ign Re pre s e ntative s .

AR 380-19 -1
(O) Control of Com prom is ing Em anations  (U).

AR 530-1
Ope rations  Se curity (O PSEC).

AR 600-37
Unfavorable  Inform ation.

AR 604-10
Military Pe rs onne l Se curity Program .

AR 614-200
Enlis te d As s ignm e nts  and Utiliz ation Manage -
m e nt.

AR 635-200
Enlis te d Pe rs onne l.

AR 680-29
Military Pe rs onne l -  Organiz ation and Type  of
Trans action Code s .

AR 735-5
Policie s  and Proce dure s  for Prope rty Account-
ability.

DA Pam  19 0-12
Military W ork ing Dog Program .

DA Pam  19 0-51
Ris k  Analys is  for Arm y Prope rty.

DA Pam  710-2-1
Us ing Unit Supply Sys te m  (Manual Proce dure s ).

DA Pam  710-2-2
Supply Support Activity Supply Sys te m :  Manual
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Glos s ary

AIS
autom ation inform ation s ys te m

BICO
bom b incide nt control office r

CCF
ce ntral cle arance  facility

CG
Com m anding Ge ne ral

CID
Unite d State s  Arm y Crim inal Inve s tigation Com -
m and

CofS
Ch ie f of Staff

DA
De partm e nt of th e  Arm y

DCG
De puty Com m anding Ge ne ral

DOD
De partm e nt of De fe ns e

EOC
Em e rge ncy Ope rations  Ce nte r

FBI
Fe de ral Bure au of Inve s tigation

GSA
Ge ne ral Se rvice s  Adm inis tration

H QDA
H e adq uarte rs , De partm e nt of th e  Arm y

H Q RS Bde
H e adq uarte rs , Unite d State s  Arm y Re cruiting
Support Brigade

H Q USAREC
H e adq uarte rs , Unite d State s  Arm y Re cruiting
Com m and

ISA
ins tallation s upport agre e m e nt

OCONUS
outs ide  th e  contine ntal Unite d State s

PAO
public affairs  office r

PH S
ph ys ical s e curity

PS
pe rs onne l s e curity

Rctg Bde
re cruiting brigade

Rctg Bn
re cruiting battalion

Rctg Co
re cruiting com pany

RS Bde
Unite d State s  Arm y Re cruiting Support Brigade

RSB
Unite d State s  Arm y Re cruiting Support Battal-
ion

SAEDA
Subve rs ion and Es pionage  Dire cte d Agains t th e
U.S. Arm y

SGS
Se cre tary of th e  Ge ne ral Staff

SIR
s e rious  incide nt re port

SM
s e curity m anage r

SOP
s tanding ope rating proce dure

TH REATCON
Te rroris t Th re at Conditions

USAREC
Unite d State s  Arm y Re cruiting Com m and


